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Google App Engine (often referred to as GAE or only App Engine) is a Platform as a Service and

cloud computing platform for developing and hosting web applications in Google-managed data

centers. Applications are sandboxed and run across multiple servers. App Engine offers automatic
scaling for web applications—as the number of requests increases for an application, App Engine

automatically allocates more resources for the web application to handle the additional demand.

SSL Installation Steps:
* Import your SSL Certificate to your Windows server or workstation using the DigiCert®
Certificate Utility for Windows.

e Export the SSL Certificate in Apache compatible .pem format (separate .key and .crt files) using
the DigiCert® Certificate Utility for Windows

e Append the Intermediate Certificate to the end of the SSL Certificate file.

e Upload and configure your SSL Certificate using the Google Admin console.

Importing an SSL Certificate Using the DigiCert Certificate Utility
After we validate and issue your SSL Certificate, you can use the DigiCert® Certificate Utility for Win-

dows to import the file to your Microsoft server or workstation.

1. On the server or workstation where you created the CSR, save the SSL Certificate .cer file
(i.e. your_domain_com.cer) that DigiCert sent to you.

2. Run the DigiCert® Certificate Utility for Windows.
Double-click DigiCertUtil.

3. In DigiCert Certificate Utility for Windows©, click SSL (gold lock) and click Import.

() DigiCert Certificate Utility for Windows© = l= -
Od |g ICert | cerTiFICATE UTILITY for windows (0 1.800.896.7973
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|F} Issued To Expire D3te Serial Mumber Friendly Mame Issuer
i b
Code Signing
Tools
A B
Account
Version 237
© Copyright 2020 Acmetek Page 2


https://en.wikipedia.org/wiki/Platform_as_a_Service
https://en.wikipedia.org/wiki/Cloud_computing
https://en.wikipedia.org/wiki/Web_application
https://en.wikipedia.org/wiki/Data_center
https://en.wikipedia.org/wiki/Data_center
https://en.wikipedia.org/wiki/Sandbox_(computer_security)
https://www.acmetek.com/?utm_source=Whitepaper&utm_medium=About%20Us&utm_campaign=Whitepaper

Google App Engine: SSL Certificate Installation WHITE PAPER

4. In the Certificate Import window, under File Name, click Browse to browse to the .cer (i.e.
your_domain_com.cer) certificate file that DigiCert sent you, select the file, click Open, and
then, click Next.

® DigiCert Certificate Utility for Windows® [ x]

Certificate Import

This wizard will assist you with importing a certificate. Depending on the type of file you
are importing you may be prompted for a password to decrypt the private key.

File Mame

C:\certs\your_domain_com.cer || Browse... I

< Back I Next > || Cancel |

5. In the Enter a new friendly name or you can accept the default box, enter a friendly name for
the certificate. The friendly name is not part of the certificate; instead, it is used to identify the
certificate.

We recommend that you add DigiCert and the expiration date to the end of your friendly name,
for example: yoursite-DigiCert-expirationDate. This information helps identify the issuer and
expiration date for each certificate. It also helps distinguish multiple certificates with the same
domain name.

(%) DigiCert Certificate Utility for Windows®© [ x]]

Certificate Import

The following certificate is ready to be imported. For more details of View Certificate
the certificate press the View Certificate button, EoniEd A0

Mame: yoursite

Serial Mumber: 3

Thumbl:'fi”t: 8208519D 1D940FC2CT53380 446D SA496ECEF 34A3
Private Key:  Search for an existing private key match on the computer

Enter a new friendly name or you can accept the default:

yourGoogIeApp-DigiCErt—expiraﬁonDate|

Press the Finish button to import the certificate and search for a matching private key.

< Back || Finish || Cancel
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6. Click Finish

Exporting a SSL Certificate in Apache Compatible .pem Format Using the DigiCert Certificate
Utility
To make an SSL connection, your server needs two parts, a private key file and the certificate file.

Apache (and many other server types) separate these two certificate parts into separate .key file
and .crt files (both files are .pem formatted files).

1. Run the DigiCert® Certificate Utility for Windows.
Double-click DigiCertUtil.

2. In DigiCert Certificate Utility for Windows©, click SSL (gold lock), select the SSL Certificate
you want to export, and then, click Export Certificate.

= DigiCert Certificate Utility for Windows© == sEl

Qdigicert‘ | CERTIFICATE UTILITY for windows ‘0 1.800.896.7973

support@digicert.com  Live Chat

- SSL Certificates B createcsh 2 mmport €' Refresh
i i Issued To Expire Date Serial Mumber Friendly Mame Tssuer
| Iyuurslte 10-SEP-2014 08 Digicert, Inc. I

ExportCErhﬁGtE” TestKey H View Certificate |

Verinn 237

3. In the Certificate Export wizard, select Yes, export the private key, select key file (Apache
compatible format), and then, click Next.

(¢} DigiCert Certificate Utility for Windows®© ]

Certificate Export

This wizard wil export a certificate and optionally its private key from the
certificate store to disk.

You must select the private key option if you wish to install this certificate on
a different computer.

Do you want to export the private key with this

I (®) Yes, export the private keyl

() pfx file Include all certificates in the certification path if possible

I':'i‘:' key file (Apache compatible format) I

() Mo, do not export the private key

< Back I Next > || Cancel
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4. In the File name box, click ... to browse for and select the location and file name where you
want to save the certificate .crt and .key files, and then, click Finish.
This creates the following files that you will need to upload and configure using your Google
Admin console.
¢ Private Key: your_domain_com.key
e Server Certificate: your_domain_com.crt

¢ Intermediate Certificate: DigiCertCA.crt

Note: The .key and .crt files are in .pem format, they are just named with .key and .crt.

[« DigiCert Certificate Utility for Windows© -

Certificate Export

Enter the file name that you want to save the exported certificate to
and press Finish to export the certificate.

Enter a file name for the exported

File name

C:\Jsers\Support!yoursite key |

| < Back || Finish || Cancel |

5. After you receive the “Your certificate and key have been successfully exported” message,
click OK.

Appending the Intermediate Certificate to Your SSL Certificate

SSL .pem files (concatenated certificate container files), are frequently required for certificate instal-
lations when multiple certificates are being imported as one file.

Because your DigiCert issued SSL Certificate (host certificate) requires an intermediate certificate
(chained certificate), Google App Engine requires that append the intermediate certificate to the
end of your SSL Certificate.

You can use a text editor or the command line to create your new SSL Certificate concatenated
.pem file.

* Using a Text Editor to Create a .pem with the Server and Intermediate Certificates

¢ Using Command Line to Create a .pem with the Server and Intermediate Certificates

© Copyright 2020 Acmetek Page 5


https://www.acmetek.com/?utm_source=Whitepaper&utm_medium=About%20Us&utm_campaign=Whitepaper

Google App Engine: SSL Certificate Installation WHITE PAPER

Using a Text Editor to Create a .pem with the Server and Intermediate Certificates

1. Open a text editor (such as Notepad or WordPad) and paste the entire body of each certificate
into one text file in the following order:
a. The Primary Certificate — your_domain_name.crt
b. The Intermediate Certificate — DigiCertCA.crt

2. Make sure to include the =---- BEGIN CERTIFICATE----- and ----- END CERTIFICATE----- tags on
each certificate.

File Edit Format View Help

MIIGWDCCBUCgAwIBAIQC18RTONBFSEXOuU /UALW /OzANBekghkiGOwBBAQUFADBS
MOswCQYDVOQGEWIVUZEVMBMGALUEChMMRGInaUN1cnQgSWS jMRkwFwYDVQQLEXB3
d3cuZGlnalNlcnQuY29tMSswKQYDVOQDEyY JEadpQ2VydCBIaWdoIEFzc 3VyYWS]
Z5BFViBSb298IENBMBAXDTAAMDOWM] EyMDAWMFoXDT LyMDOwMz AwMDAWMF owZ JEL
MAKGATUEBhMCVWMxFTATEgNVBAoTDERpZ21DZXIBIEL1uYzEZMBcGATUECxMQd3d3
LmRpZ21jZXI0LmNvbTEIMCMGATUEAXMcRGINaUN1cnQgSGlnaCBBc3N1emFuY2Ug
QBEtMzCCASTwWDQY JKoZ ThvcNAQEBBQADggEPADCCAQoCegEBAL ShCik(QH17+NDdR
CPge+yLtYbALDXBMUGMmdRWSQYiXtvCgFbsIYOBCOAUPELIc2i1h1q08xB3RtNpcy
KEZmBMcgeSZemdWOw21PoF6tvD2Rwll7XjZswFPPAAgyPhBKWBAT accM/pxCUQDS
BUTuJM56H+2MEb@SqPMVIBx6MWkBGEFmXcCabHAInudSREcQOiPkm7YDréictFuf
1EutkozOtREqqjcYjbTCulNhcBozd /yOSNV7UFD5+gwbR1gWYw7 I f48h16617Xaks
zPw82W3tzPplQ4zJ1Li1YRyyQLYoEt+5+F /4871 17z 28Hkt8HEYy ZNpA96+ynaF4d
32duXvsCAwWEAAaOCAvowgel 2MAAGAT UdDWEB /wQEAWIBhjCCACYGATUdTASCAbGW
ggG5MITBEQYLYIZIAYbSbAEDAATWggGkMDoGCCsGAQUFBWIBFi50dHRWOi8vd3d3
LmRpZ21jZ2XJ8LmNvb5S9zc2wtY3BzLX11cG9zaXRvenkuaHRTtMIIBZAYIKwYBBQUH
AgTwggFliHoIBUgBEAGAAQAgAHUACWB 1ACAADWBMACAAdABoAGkACWAZAEMAZ(QBY
AHOA2QBmAGKAYWBhAHQAZ QA AGMADWBUAHMAdABpAHQAJQBBAGUACWAEAGEAYWE]
AGUAcABBAGEAbgB JAGUATABvAGYATABBAGEAZQASAEQAQBNAGKAQWBIAHTIAdAAS
AEMAUAAVAEMAUABTACAAYQBuAGOATABBAGEAZQASAFTAZQBsAHKAa(QBUAGCATABQ
AGEAcgBOAHKATABBAGCAcgBlAGUADQBLAGAAdAAgAHcAaABpAGMAaAASAGWAEQBE
AGkAdAAgAGWAaQBRAGIAZQB s AGKADABSACAAY(QBUAGQATLABRAHIAZQAAGKADEE ]
AGBAcgBwAGBAcgBhAHQAZQBLACAAaABIAHIAZ(QBpAGAATABIAHKATIABYAGUAZgB1
AHIAZQBuAGMAZQAUMBIGALUdEWEB /wQIMAYBAFSCAQAWNAY IKwYBBQUHAQEEKDAM
MCOQGCCsGAQUFBzABhhhodHRwO18vb2Nz cCS5kaldpY 2VydC5jb20wgY8GA1UdHWSE
hzCBhDBAoD6gPIY6aHRBcDovL 2NybDMuZGlnaWNlenQuY29tL8RpZ21DZX]85G]1n
aEFzc3VyYW5j ZUNWUmSwd ENB LmNybDBAcDEgPIY6aHROcDovL 2NybDQuZGlnakNl
cnQuY29tLeRpZ21DZXI8SG1lnaEFzc3Vy YWS5j ZUMWUmMSvd ENE LmNybDATBgNVHSME
GDAWgBSxPsNpA/1i/RwHUMCY aCALVY2QrwzAdBgNVHQAEFgQUUOpzidsp+xCPnulB
INTeeZllg/cwDQYIKoZIhvcNAQEFBOADggEBAB7ipUiebNtTOA/ vphogrOIDQ+2a
vDB0dRvw/ 541 WawTwGHi5 / rpmc 2HCXVUKL9GYNy+USy S8xuRfDEIcOI 3ucFbgl 23
CwD7GhX9A61YasXHII1IR@YxHpLvtFO0NMeQvzHB+LGERtCcAarfilYGz jrpDgeX
dF3XcZpCdF /ejUNB3ulV/WktywXgemFhMIEZTFkI7qASxSUltyvED7Ld8aW3DiTE
JiiNeXF1L/BXunwH10HEzVowV36GEEFdMR /X /KLCvzBEXS55q6PmuX2pBwsSrsabY
IbdplISeFdZCSucybbSxalGDWLA/bot72gMhy2olGUAKEBK2Ey12Us1p292E=
————— END CERTIFICATE

3. The text file should look like this:

© Copyright 2020 Acmetek Page 6
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El yoursite.crt - Notepad - | o]

File Edit Format View Help

L . 1
77777 BEGTN CERTIFICATE- - MITBOTCCATqzAwTBAZIQR/A0NBxs6FHaRMZ 1 zRMli] ANBgkqnkiGowaBAQUFADAU LYOUr_domain_name crt | ~
MRIWEAYDVQQDEW1 5b2NhbGhvc3QuHh cNMTMWNDESMDMy ODAb cHMT 2uNDE AMDAWMD A AUMR TwEAYDVQQDEW1 s b2NhbGhve 3QwgZ 8wDQYIKoZ Thve NAQEBBQADZ YA
MIGIAOGBAMUKN £5N+D/K1araRHFiDqr7dnOPBfeH1CNa7zfdP68dFL5ny1LNIRPBLABZA/Az LUVFF+zRgs IBAdK zUkxyxPXESkAcOUS6CNAYETaR8bVNX I g+ £9/d01
veMyT3EgkeDn9qq8kviE+ui@EyNyvKRBaEBMTbF@xgS c fllyzl/DAZMBAAG § IDALMAS GALUADWQEAWI EsDATBENVHSUEDDAKB ggrBgEF BQeDATANB gk qhk iGweBAQUF
AAOBE0BONSd+PYYYY3BKESH: sK3VIRKybP3KMvOU IpusG/3F14VPERXOH1 rrKl rphGOEpShSumBEAH ek £1p251TMFB/ SUVKFifq8livdc rQgrGBIMIQECBISngvVXUg
£7554MmA4TACaixyBWFT/xIjupQEDWNLODXa/QPOStqs8161dA-—- -~ ~END CERTIFICATE-----

----- BEGIN CERTIFICATE-----MIIGWDCCBUCgAWIBAgIQU1BRTQNDFSEXOu/UAdW/0zANBgkghkiGOwOBAQUFADBS
MQswCQYDVQQGEWIVUzEVMBMGALUEChMMRG1naUN1enQgSW5IMRkwFWYDVQQLEXB3d3cuZG1lnakNlenQuY29tMS swKQYDVQQDEY JEaldpQ2VydCBTaWdoI EFzc3Vy YIS
ZSBFViBSb29@IENBMBAXDTAAMDQuM] EyMDAWMFoXDT IyMDQuMz AwMDAwMF owZ j ELMAKGALUEBRMCVVMXFTATBgNVBACTDERpZ21DZXI@IE1uYZEZMBCGAIUECKMQd3d3
LmRpZ213ZXJIBLmNvbTEIMCMGALUEAXMcRG1NaUN1enQgSG1lnaCBBe3NlemFuY2UgQBEtMzCCASTWDQY IKoZIhveNAQEBBQADggEPADCCAQoCggEBALINC 1kQH17+NDdR
CPge+yLtYb4LDXBMUGMmdRWSQYiXtvCgFbsIYOBCOAUPEIc2iih1q08xB3RtNpcvKEZmBMcqeSZemdWOw21PoF6tvD2Rw117X]ZswFPPAAgYPhBKIWBATaccM7pxCUQDS
BUTuJM56H+2MEbBSqPMV3Bx6MNKkBGEFmXcCabH4InudSRE0QOiPkm7YDr6ictFuflEutkoz0tREqqicYibTCulhcBoz4 /yOINVZUFD5+gwbR1gWYw7If48h16617Xaks
zPwB2W3tzPplQ4zJ1Li1YRyyQLYoEt+5+F/+@7L17z20Hkt8HEY ZNpA96+ynaF4d32duXvsCAWEAARDCAVowgg L 2MAAGALUADWEB /wQEAWIBhjCCACYGALUdIASCAbOW
geG5SMIIBtQYLYIZ IAYbIbAEDAATWEEGkMDOGCCSGAQUFBWIBFiSodHRWO18vd3d3LmRpZ21iZXIBLmNvbS9zc2wtY3BzLX11c6IzaXRvenkuaHRtMIIBZAYIKwYBBQUH
AgIwggFWHoIBUgBBAGAAQAgAHUACWB LACAAbWBMACAAdABOAGKACWAGAEMAZQBYAHQAQBMAGKAYWBhAHQAZQAZAGMADWBUAHMADABpAHQAdQBBAGUACWAZAGEAYWE ]
AGUACABBAGEAbgBJAGUATABVAGYATABBAGEAZQAZAEQAQBNAGKAQWB LAHT AdAAZAEMAUAAVAEMAUABTACAAYQBUAGQATABBAGEAZQAgAF TAZQB sAHKkAaQBUAGCATABQ
AGEAcgBOAHKAIABBAGcACgBlAGUADQBLAGAAdAAgAHCARABPAGMAaAAgAGWAZQBTAGKAdAAgAGWAZQBRAGIAZQB s AGKAIABSACAAYQBUAGQATABhAHIAZQAZAGKADEE]
AGBAcgBwAGBACgBhAHQAZQBKACAAABLAHIAZQBpAGAATABI AHKATABYAGUAZgB1AHIAZQBUAGMAZQAUMBIGALUd EWEE /wQIMAYBAFSCAQAWNAY IKwWYBBQUHAQEEKDAM
MCQGCCsGAQUFBzABhhhodHRWO18vb2NzcCSkalldpY2VydC5jb20wgY8GALUdHWSBhzCBhDBA0DEEPIY6aHREcDov L 2HybDMuZG1nakWNlcnQuY29tLBRpZ21DZX18561n
aEFzc3VyYWSFZUVWUmSvd ENBLmNybDBA0DEgPIY6aHR@cDovL 2NybDQuZG1nakN1cnQuY29tL@RpZ 21DZX]18SG1naEFzc 3Vy YWS I ZUVIWUmIvdENEL miybDAFBgNVHSME
GDAkgBSxPsNpA/1/RwHUMCYaCALvY2QruzAdBgNVHQAEFgQUUOpzids p+xCPnulBINTeeZlIlg/cwDQY JKoZIhvcNAQEFBQADggEBAB7iplUiebNtTOA/vphoqrOIDQ+2a
vDEOdRww/ S41HawTwGH15 / rpmc 2HCXVUKLIGYNy+USyS8xuRfDEIcOI 3ucFbql2jCwD7GhX9A61YasXHI I 1IRBYxHp Lvt FO0NMeQvzHB+LGEhtCcAarfilYGzirpDa6X
dF3XcZpCdF/ejUNB3ulViWkAywXgemFhMIEZTfkI7qASxSULtyvED7Ld8aW3DiTEIiiNeXf1L /BXunwH10H8zZVowV36GEEFAMR/X,/KLCvzBEXSSqEPmuX2pBws S5rs@bY
Ib4plI5eFdZCSucyb65xalGDWL4 /bcf72gMhy20WGUAKBK2Ey12Us1p292E=----- END CERTIFICATE----- m

—]

4. Save the combined file as your_domain_name.pem.

The SSL Certificate .pem file (your_domain_name.pem) is now ready to upload to the Google
Admin console.

Using Command Line to create a .pem with the Server and Intermediate Certificates

1. Open the folder that contains the Primary Certificate — your_domain_name.crt and the Interme-
diate Certificate — DigiCertCA.crt.

2. Hold down the shift key and right-click in the folder and then, select Open command window

here.
S AN Command line - [ o [
Home Share View v 9
i(-:l * 1 | . b Certs » Command line W C,| | Search Command line o |
)
% Favorites ml Few
B Desktop
& Downloads = 5
5| Recent places ﬁ ﬁ
) cert.pem DigiCertCA.crt yoursite.crt yoursitekey
=l Libraries
'3 Documents -
J‘i Music i View -
[ Pictures | surthy :
B8 Videos Srouphy i’
Refresh
18 Computer Customize this folder...
i Local Disk (C) Pacte
Paste shortcut
&
M Network | Unde Copy Ctrl+Z
IOpen command windaow here I
Share with 2
New »
v Properties
4 items
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3. In the Command line, type the following command:

type your_domain_name.crt DigiCertCA.crt > your_domain_name.pem

Note: Make sure to replace your_domain_name with the name of your Server Certificate.

CAWindows\system32\cmd.exe

4. To see your appended Server Certificate (your_domain_name.pem), type the following
command:
type your_domain_name.pem

Note: Make sure to replace your_domain_name with the name of your Server Certificate.

[= = |

slzerssSupportsDesktopsCertssCommand lineXtype vour_domain_name .pem

=X CAWindows\system32\cmd.exe

5. The SSL Certificate .pem file (your_domain_name.pem) is now ready to upload to the Google
Admin console.

BN Ch\Windows\system32\cmd.exe

.\UgePs\SuppoPt\Degktop\Certg)type cert.pem
————BEGIN CERTIFICATE
IIBBTCCRquRuIBﬂglQR/40UPBXQ6FHqRHZlgRUUJRNngqhle?uBBﬂQUFRDRU

. g
cMyT3Egke Dn?qgBkuwE+uiBEyNyu KRBJaESMT hFBxgScf Wy=WDAgMBAAG jJDA 1
AsGALUdDwQEAWT EsDATByNUHSUEDDAKBygrBgEFBQc DATANBykghkiG?wBBAGUF

7554UmA4J4Caixy8WE T /%I jupQEDunLODxa QP05 tgsB8161dA==
—END CERTIFICATE————

IIGWDCCBUCgAwI BAgI QC18RTQNLFS EXAu UA4w 0zAiNBykghkiG?uwABAQUFADEs
QswCQYDUQQGEwJUU=EUMBMGA1UEChMMRG LnallN1cnQgSUS jMRkwFwY DUQQLExBE3
3cuZGlnaHNlcnQuYZ?tHSsuKQYDUQQDEyJEaHdpQZUydCBIaHdoIEcm3UyYu53

DAUgBExPsNpA /i RuHUmnCYaCALuY20rwzAdBgNUHG4EFgQUUOpz ids p+xCPnullB

INTeeZllg/cwDQYJKoZl hucHAGQEFBQADggERBAB?ipliebNtTOA /v phogr0IDQ+2a

D60dRvw 84 ilawT wGHi5 /rpmc ZHCEUUKL? GY Ny +US yE8xuRf DEI cOI 3ucFhgL2 j

wD?Ghi?A61YasXHJJ1I RBY xHpLut F?ONMeQuzHB+LGEht CcAarf i1¥Gz jrpDgh s

F3HchCdF/eaUNB3u1U7ukﬂyquethH9EZTka7q95xSU1tquD7LdBau3D1TE
U36GEEf dMR/%/KLCuzBBHS Sqb Pmuk2 pAusSrsAhY
L4 /bef ?2gMhy2oWGU4KBK2Ey12Us1 p292E=

UserssSupportsDesktopsCerts>
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Google App Engine: Uploading and Configuring Your SSL Certificate

To install your Google App Engine SSL Certificate, first, you need to upload the certificate to the
Google Admin console. Then, you need to configure the certificate. Because every environment is
different (for example your settings may be configured differently), you may need to consult your
Google App Engine documentation. For more advanced configuration, you should consult the

Google documentation.

Uploading Your Certificate and Private Key

1. Log into the Google Admin console as a Super Admin.

Google [ a |

Welcome to your Google Admin Console

2 o O 2 (M O

Users Company Profile Billing Google Apps Maobile Devices Support

a4 5 4 A =2 I

CaarTigaars SaCuirity
wetings
v More conli

2. In the console, Click Security > (optional) Show more > SSL for Custom Domains.

This link only appears if you have set up a subdomain.

3. Click Configure SSL certificate.

© Copyright 2020 Acmetek Page 9
S


https://www.acmetek.com/?utm_source=Whitepaper&utm_medium=About%20Us&utm_campaign=Whitepaper

Google App Engine: SSL Certificate Installation WHITE PAPER

4. On the SSL Certificate Configuration page, in the New Certificate section, click Upload a
new certificate.

New Certificate It is now possible to use SSL on mysite com An SSL certificate and private key will need to be uploaded for SSL to be available for any custom
URLs. ‘2

Upload a new certificate

5. Under PEM encoded X.509 certificate, click Choose File to locate and select your_domain_
name.pem certificate file.

New Certificate It is now possible to use SSL on appenginelest. com. An SSL cerdificale and private key will need to be upioaded for SSL to be
available for any custom URLS

PEM encoded X500 certificate

Choose Flke | No file chosen

Unencrypled PEM encoded RSA privale key

Choose File | No file chosen

Upioad | Cancel

6. Under Unencrypted PEM encoded RSA private key, click Choose File to locate and select
your_domain_name.key private key file.

Note: The .key file that you received when you exported your SSL Certificate in Apache com
patible format is a .pem formatted file.

7. After you have selected your certificate and private key, click Upload.

Configuring Your Certificate

After successfully uploading your certificate and key files, you can configure your SSL Certificate.
1. In the Current state section, in the Serving mode drop-down list, select a serving method.

The list only displays the available serving methods, which is determined by whether you have
VIP, SNI, or VIP and SNI certificate slots. Note that the SNI + VIP option does not use a SNI

certificate slot; instead, the certificate is assigned to the VIP that is listed.

Currentstate  gerving mode: | Not serving ﬂ
CNAME to:

For more information about serving modes, see the Google App Engine documentation.

© Copyright 2020 Acmetek Page 10
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2. In the Assigned URLs section do one of the following:
e Manually add each matching URL.
In the drop-down list select a matching URL and then, click Add.
e Add all matching URLs.
Click Assign all matching URLs.

Assigned URLs  No URLs assigned yet

[ [a]

|Assign all matching URLs| Unassign all Replace certificate

3. For more information about matching URLs, see the Google App Engine documentation.

4. To change the CNAME record for your assigned URLs to the CNAME provided in the CNAME
to field, contact your DNS provider.

For more information about the CNAME to field, see the Google App Engine documentation.
5. When you are finished, at the bottom of the page, click Save.

6. Your SSL Certificate has now been successfully uploaded and configured.

We hope this guide helped you with this easy process. If you are unable to use these instructions,
Acmetek recommends that you contact either the vendor of your software or the hosting organiza-

tion that supports it.
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ABOUT ACMETEK

“Acmetek is a Global Distributor and a Trusted Advisor of PKI /loT & SSL Security Products
and Managed Services Company.”

Acmetek Global Solutions, Inc. is a privately held Digital Security Services Company serving USA & APAC

clients in website security solutions since 2010. The firm specializes in providing insight and expertise to en-
terprises, SMBs, governments, and provides a full range of Security Products, SSL, PKI, IoT, Malware Identity
Scanning’s, Vulnerability Assessments, and Two-Factor Authentication.

Acmetek is a managed service partner of multi-brand technology solutions like CDW. We manage the Certif-
icate Authority Practices of leading Website Security Brand, DigiCert (formerly known as Symantec). Over a
decade of experience in the security industry empowered us to grow as an Authorized Distributor/ Platinum
Partner for DigiCert and a leading provider of security solutions and services.

SSL Cert Free Trial | MPKI | Request a Call Back | SSL Support Desk

Our Web Security Solutions

SSL CERTIFICATES

Domain Validation Organization Validation

Activates HTTPS with a padlock. This SSL can
issue in minutes.

Activates HTTPS with a padlock. It validates
an organization by providing a trust seal.

Extended Validation Code Signing Certificates

Activates HTTPS with a padlock. It validates
the organization by providing the company

Protects users from downloading compro-
mised software, prevents tampering, and
name before the domain name directly provides the trusted assurance of authenti-
on the browser. cation.

MPKI SOLUTIONS

Email Certificates Document Signing Certificates

Using an Email certificate for user authentica- || Document signing certificates allow indi-

tion encrypts transmission and signs the mes- viduals, teams, and organizations to add an
sage,delivering comprehensive benefits for the electronic, digital signature to a document in
sender and receiver. a variety of file formats to prove ownership.
Device Certificate MDM (Mobile Device Management)
Verify identity, encrypt communications, and @ Get a comprehensive look at mobile devices,
secures all home networks for internet connect- master mobile email, and application rollout
ed devices before and after manufacturing. while protecting all data anddevices.

WIFI Certificates

Increases trust in public hotspots
and protect user data.
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